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User Guide 

Login 
Login is used to activate the Link.net software and identify the user for the purposes of changing rights, 

system configuration and generating historical information. See the reference for assigning user rights. 

 

 

 

You can also select the operating language of your choice from the language option combo. Standard 

languages include English, French, Dutch & Italian, with others being added in future versions. When the 

language selection is made and the password entered select OK to Login. 

 

Main View 
The main view allows the user (with the appropriate rights) to view, modify & produce reports from the 

Link.net Access Control System. It is worth noting at this point that all decisions to open doors for 

specific token holders and alarming functions are performed by the doors autonomously. The Link.net 

software is a tool to perform changes, monitor real time events & alarms. However, it is an important 

component to the overall security solution and it is recommended that it is running and monitored. 

 

 
 
The Main Menu View 
 

The main menu includes pull down menus to access all possible functions of the Link.net software. They 

are split in to segmented categories for ease of use and also so you can restrict operator access to them. 

There is also a quick toolbar to navigate to common tasks in the software quickly.  At the bottom of the 

main screen is the ‘Status bar’. The ‘Status bar’ details the current condition of the process being 

performed and also the current date & time set. 

After launching the Link.net program 

from the Windows start menu the 
following dialog box appears. This view 
allows the User to identify him/herself 
by selecting their user name from the 
top selection box and then entering the 
personnel password. Please be aware 
that passwords must match the user 
selection in the correct case to allow 
login to occur. 
The default user name is ‘Manager’ and 
the password is ‘Manager’. This can be 
changed later. There can also be an 
unlimited number of users. 
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The Events Viewer 
The event viewer is a window that displays the last 1000 events that have occurred system wide.  It is 

this view that should be displayed at all times if real-time monitoring is required. 

 

 
Events Viewer Window 
 

The following events (all) are listed in the Events Viewer Window: 

 

 Access control movements and alarms 

 Access control transgressions & alarms 

 Login & logout events by local users and those on a Link workstation 

 General system messages & information 

 

The Live Personnel Update Viewer 
This view shows the current last known status for the entire collection of personnel. Information such as 

the last known location, time, date and current status (in/out) is displayed. Every 30 seconds (5 seconds 

if quick update used) this view is updated and sorted by IN status or Surname order. If you desire, you 

can sort the list temporarily by all column types by using the tool buttons at the top of this window.  

 

The Alarms Viewer 
The alarms viewer is a window that displays any immediate alarms generated from doors being forced 

open or left unsecured after a normal access operation (Access Control) and also from external sensors 

and optional access violation attempts. Please consult with your CDVI supplier for details of any sensors 

(also called GPI’s) that may be installed. 

 

 
The Alarms Viewer Window 
 

The Traces Viewer 
The traces viewer window is used to pinpoint the usage of any token holder that is required. Uses for this 

may be to flag when an individual is present on-site or to be monitor the access patterns of an individual. 

In essence, you can perform a watch on an individual or a group. 
 

The Event Viewer 

window is accessed 
from the 
Views_Events menu. 

The Alarms Viewer 
window is accessed 
from the 
Views_Alarms menu. 
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The Traces Viewer Window 

 

Image Monitor View 
The image monitor view will show the token holder’s image real-time when accessing through a given 

door. Its value is to enable reception or the security desk to compare the actual operation with the real 

subject to avoid card loaning or similar breaches of access control security. Other uses include, 

membership validation and CCTV comparison. You can select a particular access control reader where you 

wish to capture images from. 

 

 
The Image Monitor Viewer 

Users 
Users are defined as people who have rights to access the Link.net software. Conditional rights can be 

established for each user. An ‘Administrator’ is defined as an individual who has the ability to define 

further users. One default user exists from install with the handle ‘Manager’ and the accompanying 

password ‘Manager’. It is strongly recommended that after creating new users that the default be 

removed (deleted) as this represents a possible security risk. 

 

 
The Users Windows 

  

The Traces Viewer 
window is accessed 
from the 
Views_Traces menu. 

The Image Monitor is 
accessed from 
Views_Image 
Monitor 

The Users Screen is 
accessed from 
System_Users 
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Personnel List 
The personnel window includes options for editing and adding a new cardholder (person). Click the add 

button to create a new record: 

 

 
Personnel List 

 

 
Add a new person 

 

Essential fields include, 

 

 Forename 

 Surname 

 Unique card number (ID) 
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Other fields can be completed including user defined ones that are available on the ‘Extra Field’ tab.  

Also, an image can be attached to the record. If your supplier has installed a ‘Desktop Token Take-On 

Reader’ you can either key in the 8 digit number directly or select the ‘?’ key to the right of the field.  

Once selected, present the required token to the ‘Desktop Token Take-On Reader’ and after a few 

moments the token data will be captured. If you are using 10 digit secure hexadecimal notation tokens 

i.e. (19F02356B6) then you can select the ‘H’ key to enter this encrypted 10 digit quantity and the 

system will decode this for you. Please note another number will be placed in the Token ID field and this 

is normal as it is encrypted. Selecting ‘OK’ at this point will establish the new record. This token holder 
will now have access control rights at all doors at all times.  The underlying list will be refreshed to 

include this new entry. 
 

Deleting a card holder 

 
Personnel View 
 

There are two methods for removing access control rights for any cardholder. The record (cardholder) 

can be removed completely or alternatively (recommended) the rights can be disabled. The two 

alternatives are accessed from the ‘Personnel’ screen toolbar. 
 

TIP: Dwell on any toolbar button and its use will pop up as a tool tip! 
 

Time Schedules 
Time Schedules are a mechanism for activating and deactivating events at certain times. They are used 

for two main functions: 
 

 Apply to Access Group specifications to allow/deny access based on time and day 

 Apply to Access Control readers to automatically unlock/relock doors under time control for busy 

insecure access periods. 

 

 
The Time Schedules Window 
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There are 21 Time Schedules available for use. Schedules 00 & 01 are fixed system schedules and can be 

applied but not modified.  Time schedules 02-20 may be edited. Please note, caution should be taken 

when modifying a Time Schedule that is currently being used elsewhere as the changes will affect its 

application globally. 

 

Modifying a Time Schedule 

 
Time Schedule Modify View 

 
Once selected the Time Schedule can set with a start time and a stop time and the days of the week 

when it will be active. Its active period is from the beginning of the start minute to the end of the stop 

minute.  The start time must always be earlier than the stop time!  

A name applicable to its intended use should be given.  Click ‘Apply’ when complete and the underlying 

list will be updated. 

 

Access Control Groups  
Access Control Groups are a mechanism to give individuals access control rights to specific areas at 

specific time by means of a label.  This permits any new person (cardholder) to be given access control 

rights promptly. If a new classification is required than a new Access Control definition will also be 

required. You can create up to 200 unique access control groups. 

 

 
 

TIP: Establish as few Access Control Groups as you can.  Think ‘How many people really require different 

rights?’ this will define your ongoing access group requirement! 
 

By definition any person (cardholder) who is a member of a specific access group has identical access 

control rights to all other members.  If you change the access control rights for an Access control group 

then you will change all rights for its underlying members.  
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Modifying an Access Group 
There are two fixed access groups that cannot be altered as they are used by Link.net to grant total 

access and cancel or suspend access.  The fixed groups are as follows, 

 

 00-Suspend Group (no access control rights) 

 01-Master Group (full access control rights) 

 

To select a spare access group please select it from the drop down list box at the top of the group 

window. 

 

 
Access Group selection 

 

Once selected a list of all the available access control readers (doors) will appear and the Time Schedules 

that are under operation for each reader.  Selecting the reader in the list will list the selected Time 

Schedules in the adjacent list. It is possible to connect up to 4 Time Schedules to any reader in a single 

Access Group specification. Once Access Groups have been established they can be applied to 

cardholders by selecting the ‘Group’ tab on the personnel record. 

 

Changing the Access Group name 
It is possible to change the Access Group label to something that is more applicable to its use, by 

selecting the appropriate button on the Groups window. 

 

 
 

Click OK to commit the changed name or cancel to effect no change. If you change the group name you 

will need to reselect it from the drop down list in order to define its parameters. 

 

Applying a Time Schedule to the Group Readers 
 

 
Access Group Time Schedule View 
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Highlight the correct reader in the System Readers list and click ‘Change’.  The available Time Schedules 

are listed on the right.  You may select up-to 4 Time Schedules for each reader and a copy of your 

selection will appear in the middle list.  If you wish to cancel the changes then select ‘Cancel’.  Continue 

to select the readers in the left hand list and make any changes as required. 

 

TIP: Single clicking on the reader from the list on the left hand side will result in the names of the 

schedules applied appearing in the centre list. Remember each reader can have a different set of up to 4 

Time Schedules applied. 

Public Holidays 
Normally the access control system works on a 7-day cycle.  It is normal to have higher security on a 

weekend when there are less people are on-site.  However, there is a potential problem here, as some 

Public Holidays will fall on days where regular security would normally be in operation.  Public Holidays 

are a list of dates (DDMM) that take precedence when analysing whether a cardholder is granted access 

or a door should automatically unlock.  It is some times referred to as the eighth day. You may have 

noticed in a Time Schedule there exists this eighth day selection.  If a Public holiday date is encountered 

then it is this specification and not the current day of the week that is queried and acted on. 

 

Setting Public Holidays 
Select the first available holiday row from the list and open the record.  Issue a descriptive name for this 

date (e.g. Christmas Day). Select the Pick Date button and navigate to the correct date and double-click 

on it. Select OK and the underlying list will update. Close the Public Holidays window. 

 

Editing Public Holidays 
To edit or clear a Public Holiday follow the same route to open the existing one and clear it, or reassign a 

new date. 

 

 
Selecting a list of Public Holidays 
 

TIP: Dates are not year sensitive, so ensure that the table is updated at the beginning of every year. 
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Link.net Reports 
A vital function of the system is to be able to query the system for historical and current status 

information.  These functions are found on the ‘Reports’ pull down menu and are also available on the 

toolbar. They include the following: 
 

 Historical Events – a user definable historical report for producing data on all events that reside 
in the current database. You can also produce reports based on how long people spent onsite or 

in specific zones for a given period. Please note this feature is dependant on specific installation 

features so please check with your installer if in any doubt. 

 SQL Query – a tool for advance database users, who wish to run raw reports on the main events 

database. Knowledge of the SQL statement language is required. 

 Location – a detailed report based on the last location of all people in selectable places (Zones). 
Users may select locations at will.   

 Roll Call – details all people who are in the building for the purposes of an emergency register. 

This report excludes people in ‘Safe Zones’.  Please consult the section on Access Control Zones 

for further information. This report can repeatedly produce a remote printout at a predefined 

printer location such as a muster point. 

 Time On-Site Report – details the calculated time for an individual or group. Includes a total 

calculated period of productive time spent in over a given period. 

 

Historical Events Report 
This report will be used to produce a tailored historical list by means of a query. Select the Historical 

Events Report, followed by the General Query button on this window. 

 

 
The General Query View 
 

The General Query window details the current date by default but can be tailored to any date range.  If a 

report is required for a specific person (access control) then the individual can be selected from the 

people selection list.  Event types can be filtered at will. The event types are as follows: 

 

 Access Granted – all successful access control transactions 

 Access Denied – all access control transgressions 

 Alarm Events – all alarms generated by doors and general-purpose input state changes 

 System Messages – all system related information and user operations 

 

Once the desired criteria are set, click the Run Query button and the report will start to build. 

 

TIP: The report may take some time to compile, particularly if the database is large. The status bar at 

the bottom of the Historical Events window will detail progress. 
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The completed Report View 
 

The final report can be sorted by any of its columns and printed in part or entirety to your chosen printer. 

To print in part, highlight the event lines in a single continuous block and only these events will be 

printed. 

 

Performing a Historical Query On A Library Archive 
When data management is employed, library databases are created in the folder \Program 
Files\Link\Library.  These files encapsulate the date automatically within the naming convention. The 

date indicates that the library contains events up to that date. To query a Library from the Historical 

Events window, choose the Select Library button and a file query box will open: 

 

 
 

Navigate to the correct folder and open the relevant library file.  The Historical Event window will indicate 

and perform queries on this database until the window is closed when it will revert to the current 

database. 

 

TIP: The current event database that the Historical Events window is currently connected to is indicated 
in the title screen as shown below. 

 

 

 
The Historical Events window indicating the connected library database 
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SQL Based Query 
It is also possible to perform a local or remote Historical Event query based on the SQL standard.  This 

topic is vast and relies on knowledge of this industry standard database language and is not a subject for 

this manual. Using SQL as a query will deliver faster and more complex results to a skilled user.  If you 

require more information or training on this powerful module feature then please request it from your 

Link dealer. 
 

Time On-site & Location Report 
Normal reporting produces a list of events that occurred at single points in time. Whilst this is useful for 

the purposes of security it may also be useful to calculate how long people spent in certain zones 

(location) or the entire location (site) between given periods.  It is possible to achieve this if the correct 

exit reader hardware has been installed and configured. From the main Historical Events window select 

the ‘Time On Site Location’ option and a window appears to select your criteria. You can produce the 

report a single individual or groups of people. 

 

To produce the report individually you will need to select dates, the person in question and select 

whether the report is the whole site or a selected zone (location). After this select the Run Report button. 

The report will detail all the relevant transactions for the period and calculate the total time spent in and 

out of the location(s) at the bottom of the list. It is also possible to assemble a collection (group) of 

individuals by Access Group to speed up report function. If this function is used the report will go straight 

to the chosen printer unless the ‘Preview’ check box is made. In this case a report preview will be 

detailed to screen. It is possible to produce this report in long or short form and also output as a comma 

separated values file (CSV). 

 

Establishing a Dedicated Time On Site Database 
It is possible to run the above report directly from the main events database. By definition though, the 

report is slow, as the query has to trawl through lots of unrelated information. It is recommended that 

you use a dedicated database to filter off time clocking’s as this will give better and faster results at 

report level.  To set this option from the Options menu General Tab, select the option Use Dedicated Time 

On Site (TA) Database.  All subsequent time clocking’s will be sent to the dedicated database table 

TA.mdb in the Link folder.  Once this option has been made we can also define which readers on our 

system will produce a time clocking.  For example, the reader leading form the Outside World to 

Reception can be and In Clock and the reader from the Reception to the Outside World could be an Out 

Clock.  We could also include more readers to signal out or on time.  Any out time is deducted form the 

total on-site time when producing a report. To establish any reader as a clocking point select the correct 

controller and open it. Select the option for T/A on the relevant reader node. 

 

 
Time On-Site Report Creation 
 

TIP: The dedicated database can be connected to and queried (SQL) by other applications across a 

network LAN or WAN. Skilled IT users could develop further reports customised to your exact 

requirements. ODBC connection is supported.  Using the information generated on the Link system could 

lead to a full payroll solution. Please contact you Link dealer for more information.  

 

Select the dates and zone criteria as you did for an individual report. The selected option in the people 

section should be selected. In the batch report section you can select individual access groups and 

include them in the batch list. Select the desired group(s) and push the ‘Add Group to Batch List’. All 

members of this group will be added to the batch list and included in the report. 

When all individuals are included in the list please select the ‘Print Batch’ button to start the print 

process. The batch report will display as a preview first. You will be able to print the report to your 

default printer or produce a data file. 
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Locations Report 
The user can select the Locations tab and include & exclude certain locations (zones) for a more tailored 

report.  

 

 
 

Once you have selected the locations of interest click the Run Report button and the report will be 

generated. 

 

 
The Report 

Handling Real Time Alarms (Alarm management) 
Link.net will support alarm management through the Alarms Viewer. The purpose of alarm management 

is to enable the user to acknowledge an alarm event and provide details of what to do under these 

circumstances.  It is possible to issue rights where a user cannot delete the alarms, but a higher-level 

user may do so.  The value in this is that periodically the alarms can be reviewed and then subsequently 

deleted by a higher-level user. Clear Alarms periodically and do not allow multiple alarms to stack up, as 

this will impede the performance of the application depending on how much memory exists in your PC. 
 

The alarm can be managed by selecting it from the viewer window and clicking the ‘Manage’ button.  The 

Alarm Manager window is now visible.  The instructions for the user pertaining to this type of event are 

displayed in red.  These can be tailored from the Options menu screen. The following would be a normal 

process: 
 

 Activate the Alarm Manager from the live alarm event 

 Follow the alarm procedures detailed in red 

 Input detail ‘What you did’ 

 Select yourself from the user list 

 Click the Acknowledge button to complete the procedure 

The report is sorted by person initially, 

but can later be sorted by means of the 

available buttons.  
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The date & time of acknowledgement is added to the alarm event for later auditing. Alarms can be 

deleted (if the user has the correct rights) from the relevant alarms window. 
 

TIP: Acknowledged alarms cannot be edited - they can only be reviewed. 

 

Defining Alarm Types 
Alarms are critical events that we can select to separate off for two purposes: 
 

 Alarm procedural handling 

 Mail IP broadcast (see mail messaging section below) 
 

Examples of alarms are, door forced or held open too long or a general purpose input state change.  We 

can select from the Options and Mail Messaging Windows, which types of alarms can raise the above 

conditions. If you require an event type to be sent by email then it must be classified as an alarm type. 
 

Mail Messaging 
Link.net Access Control supports IP based emailing of selected event types. Link.net uses and 

communicates with an existing SMTP mail server either external or internal to the site. The possibilities 

once in this domain are immense as SMS (short messaging service) and wireless paging can all be 

addressed at the IT level. To use the IP Mail feature you will need the following: 
 

 An Internet connection 

 A predefined mail group setting for alarm broadcast 

 The Link.net IP Mail Messaging set for your custom requirements 

 

Defining a IP Mail Session 
To start defining an IP connection please select System_Tools_Link Messaging and the following screen 

will appear: 

 

 
 

 

The settings available include the SMTP server name such as smtpmail.btopenworld.com or any name 

that handles your email delivery. You also need to provide a valid email address as the originator of all 

messages. You can supply a list of up to 4 email addresses which will receive specific alarm events as you 

decide. The other tabs allow you to tailor which messages are classified as alarms to be sent by IP email 

and a further area to allow messages to be tagged with the source location. 

 

Mail Content 
The mail content will contain the following important alarm information, 

 

 User definable mail header message 

 Alarm type 

 Location 

 The subject of the alarm 

 Alarm Time & Date 

 Source 

 

TIP: Different types of alarm may not contain all these parameters as appropriate. 
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Data Management 
It is important for any software product that contains vital databases that some sort of data 

management/backup is performed on a regular basis. CDVI recommends that you consider a two-point 

strategy, i.e. 

 

 A copy of the entire target directory and all its sub-directories is taken onto a mass storage drive 

on a frequent basis. 

 Regular Library Archives of the main Link.net events database are made and then regular purging 

(shrinking) is performed on the original main events database 

 

The Link.net databases are compatible with Microsoft Office product Microsoft Access and have the file 

extension .mdb. The files themselves can be compacted and repaired by use of Microsoft Access.  Please 

consult your IT support before embarking on anything of this nature. 
 

Copying the Entire Program & Support Files 
Please quit all applications including Link.net and reboot your PC (workstation). From Windows Explorer, 

navigate to the \Program Files\Link folder and copy the entire contents of this folder and all its sub-
folders onto a network drive or other remote device such as CD-ROM, etc. This will provide you with a 

replicable set of data to re-install on the original PC (workstation) if the unthinkable should happen. 

 

Understanding the Database Structure 
There are 5 vital database files (also called tables) associated with the application.  They are: 
 

 Events – main events database.  This file should be Library Archived and then purged from the 

application on a regular basis as it can become very large and difficult to manage.  When the file 

is Library Archived the archive is date encoded.  This will allow you to query it at a later date 

from the Historical Events Report. 
 Current – this temporary table stores the last 1000 transactions and manages itself. 
 Alarms – stores all alarm related events and mainly manages itself, but will require purging by a 

high level user periodically. 

 Groups – stores all system related information such as configuration, time schedules & 

cardholders.  
 System – stores information on changes made to the system and by whom.  It is recommended 

that this be cleared periodically from the System Events Viewer Window in the main application. 
 

Managing the Main Events table 
The following procedure should be conducted periodically to shrink the main Events database and create 
an archive of past events that may be later queried from the Historical Events Window. This is a multi-

step procedure: 
 

Step 1 – Creating an Events Library Archive 
 

From the System menu select System_Tools_Utilities_1_Create Events Table Library File 

 

TIP: Do not create more than one Event Library in a single day. 
 

 
 

Follow the on-screen prompt and close all applications and restart the computer. Launch the Link.net 

application in the usual way.  A copy of the Events database will be created  
in the folder \Program Files\Link\Library with the current date encapsulated in its description. 

 

Step 2 – Purging the remaining Events Database 
Once step one is complete, you will now need to select the option 2_Purge Current Event Database. 
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The following prompt appears: 

 

 
 

Select OK and the current Events Database will be shrunk leaving the Library Archive in the Library 

folder. Additionally you can select the option ‘Purge Events Table by Date’ this allows only events up to a 

specified date to be purged or deleted. 

 

Step 3 – Compacting the Events Database 
After the events database has been purged by either of the options in 2 then it is advisable to compact 

the database.  Microsoft Access 2000 style databases remain large after rows or events have been 

removed. So in order to regain valuable disk space and to improve the speed or the events database 

table please select option 4 after a purge session.  The application will ask you to close and re-launch the 

Link application after doing this. You will see from Windows Explorer or My Computer that the file 

\Program Files\Link\Events.mdb file shrinks dramatically in size. 

Zones 
Zones or locations are defined as areas leading from and to other areas within a building.  For example, a 

door exists on the entrance to a building, with 2 access control readers, one on each side of the front 

door. 

 

 

 

 

 

 

 

 

 

 
      Building layout showing 4 zones 
 

When cardholders travel (transact) through the reader in the zone ‘Outside World’ they then travel and 

would be present in the zone ‘Reception’, and the reverse would be true when travelling in the opposite 

direction.  They would remain here until transacting through another reader connected with a different 

zone. If you require the Locations & Roll Call type reports then Zone based access control must be 

employed.  
 

From the System 
menu select 
System_Tools_Utiliti
es_2_Purge Current 
Events Database 

Reception 

IT Suite  

Sales Office 

Outside 
World  
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Creating Zones 
Creating Zones is simply defining a name for a specific area for later application to an access control 

reader. An access control reader will require two Zone names, one for the ‘From Direction’ and the other 

for the ‘To Direction’.  
 

 
The Zones menu for creating and applying Zones 
 

To create a new Zone specification, select the Create New button. 

 
 

Enter the new Zone name and click OK. 

 
 

Defining a Zone as a Safety Zone 
A Zone can be classified as ‘safe’ or ‘unsafe’. A Zone classified as ‘safe’ is defined as an area where 

people exist but would be considered to be in no danger from the risk of fire or some other evacuation 

emergency. Consider the earlier Zone illustration; it would be sensible to consider the Zone ‘Outside 

World’ as a ‘Safe Zone’.  You can define any Zone as ‘safe’ or ‘unsafe’, the default option being ‘Unsafe’. 

A further addition to this property is that if you produce an Emergency Roll Call or Evacuation Report only 

people last seen in ‘unsafe’ zones will be included.  To set the properties of a Zone select the Properties 

button. 

 

 
The Zone Properties menu 
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A list appears of all defined zones plus the default ‘Outside World’. To toggle the status, highlight the 

zone name and select the ‘Toggle Safety Status’ button.  Close the window when complete. 

 

TIP: When using Roll Call, Evacuation and Time On-Site information a safe zone is further defined as out 

(off site) and an unsafe as an in (on site) flag. 

 

Assigning Zones to Access Control Readers 
Once you have defined your Zones, then you are required to apply two Zone specifications for each 

access control reader. From the Zone window navigate to the correct Link.net controller where the 

readers reside (in this case controller P01). To change the specification, click on the small button to the 

right of the specification name. Select (double click) the new Zone name and it will appear in the target 

box.  Repeat this procedure for the ‘To Zone’ in the case of access control readers. Select the next Node 

Tab for further readers. To apply further Zones, use the Select Controller navigation bar at the bottom of 

the Zone’s window. 

 

 
Adding a Zone to a reader 

The Options Window 
The Options menu is used to establish modes of operation and also how you wish the system to operate. 

To access the Options Window select System_Options. The Options Window is grouped in tabs and there 

brief use is as follows: 

 

 General – Initialisation and operational settings for your installation. 

 O.D Fields – User definable fields, which appear in the Personnel, record. 

 Roll Call- Used to define the performance and operation of the Roll Call report, which details a list 

of personnel on-site at any given time. 

 Door Alarm Procedures – Allows the user to define instructions for the operator in the event of a 

door alarm event. 

 GPI Procedures - Allows the user to define instructions for the operator in the event of a General 

Purpose Input state change. 

 Graphics – Allows the user to set a Graphical background for the purposes of displaying vectored 

alarms for the purposes of alarm notification.  

 Reader Options – Sets up special operations relating to ID readers and protocols. 

 mySQL – Optional database format for handling large event activities (conditional install). 
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Start-up Options 
You may configure the windows that are displayed when starting the application.  To establish the Events 

& General Alarms Windows at Start-up select the General tab and check the appropriate option. 

You can do the same for the Traces Window.  It is worth noting however, that these latter windows are 

invoked automatically when a type event occurs. 

 

Using Sound Annunciation 
When Alarms are generated it is possible to play an external sound file that exists in the default folder.  

The sound associated with General Alarms is the file \Program Files\Link\Alarm.wav. 

You can record your own sound file (.wav) and rename it if you want to present a different sound or 

speech. The Alarm Trace function also has a separate sound file association at  \Program Files\Trace.wav 

this, again can be customised. To globally enable and disable sounds please select the option on the 

General tab. 

 

Using Graphical Representation for Alarms 
The single layer graphics built in to Link.net can be switched on & off from the General tab on the Options 

window. Alarm Graphics can be a useful way of quickly determining the type and location of the 

generated alarm. 

 

Importing a Personal Graphical Background 
In order to utilise the Alarm Graphics you will need to draw a layout of your building in an external CAD 

package and save it as a bitmap type file.   You can use the resident Microsoft Paint package that is 

shipped free with your Microsoft Operating System.  The size of the custom graphic must be 940 pixels 

wide by 600 pixels wide to fully fill the view. Once you have established your graphical background to the 

correct size and format you must import it into the Link.net application.  To do this select the Graphics 

tab in the options Window and the Select Graphics button.  A File Open box will be displayed asking you 

to select the target bitmap.  Once selected, click Open.  You may preview Graphic as a thumbnail if you 

desire. 

 

Positioning Alarm Objects 
Once the graphical background has been established you are now required to position objects on the 

graphic for positional purposes when displaying graphical alarms. Select View Graphics as below, 

 

 
 

The graphics will fill the majority of the screen with some space being reserved at the far right hand side.  

Alarm Objects refer to vectored references for operational devices.  Objects for Link.net are as follows, 
 

 Access Control Reader positions 

 General Purpose Inputs 
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An object is placed (drag & drop) and the action of dropping any object will cause the vectored reference 

(from the top left of the bitmap) to be connected to with this object for late alarm annunciation. 

We can position all are objects in the same way but the following example is for Access Control Reader 

Objects. 
 

1) Select the Graphics Window 

2) From the Tools menu, select Sytem_Tools_Graphics Tools_Access Control Reader Positions. 

 

A list will appear on the right hand side of all the defined Access Control Readers.  

  

3) Select the first item in the list and an Icon will appear on the graphics. 

4) Drag this item to the correct position on the graphics view and wait for it to disappear. 

5) Select the next object in the list and repeat. 

6) Once all objects are selected you may close the graphics window. 

 
TIP: To invoke Graphical Alarm Annunciation please select the Tools_Options General tab and select the 

‘Call Alarm Graphics’ check box. 
 

Roll Call Options 
Link.net can produce a list of all people on-site at a single point in time. On-site is determined by the last 

transaction and individual has made at an access control point. If the access control point gains access to 

a safe zone (see zones) then they are Off-site and will not be included in the list. The list can be printed 

(automatically) to a remote or local printer and will continuously print 15 times at a frequency of 10 

minutes each. This is used for muster reporting in the event of an emergency evacuation. The report can 

be instigated automatically by a remote state change by a fire alarm or other device. 

 

Selecting a Remote Printer 
On the Options, Evacuation & Printers tab select the appropriate printer name by using the up down 

control. The name of the selected printer will appear in the adjacent box. Please be aware that if you are 

using a remote printer on a network it must be viewable when establishing these settings. The IT 

department may need to install printer sharing and make other changes to your workstation in order to 

see and print to the desired printer. You can print a test page to the selected remote or local printer by 

selecting this button. If you wish the report to print automatically please select this option. 

 

Timed Access Control Filtering (TACF) 
Timed Access Control Filtering is a function usually only used when using long range readers for the 

purposes of Access Control or Personnel Tracking. As it is possible to pickup tags in an area from some 

distance we need to filter and dispose of some data, which is not required. For example, if an individual 

walks through an entrance way that is covered by a long range DigitagLR reader we only need one event 

in a given period form this location (zone). Timed Access Control Filtering  (TACF) will filter out 

subsequent unwanted data over a programmable time period (2-9 minutes).  To activate TACF select the 

Advanced Reader tab on the Options menu. Select the option and set a period in minutes form the scroll 

control (2-9). Once TACF has been globally set as above, we may want to exclude this filtering from 

certain reader points (zones) such as passive short range or shorter range active ones. To achieve this 

open the correct controller record and select Disable Access Filtering for the desired reader or readers. 

 

Ignoring Unknown Cards 
It is possible to filter indefinitely information generated from non-system tags or cards. It may not be 

important to us that a non-system card ID is recorded. If this is the case, select this option on the 

Advance Reader tab of the Options menu. 

VIP Advanced Data Exchange 
CDVI Link.net v4.20 or greater includes a software module for exchanging data with third party 

applications. This is by virtue of an intermediary Microsoft Access 2000 database (VIP_LINK.mdb). This 

file is located in the target Link folder and must remain there to operate correctly. External programs 

must locate this file in order to utilise data import / export. This database contains two tables VIPDATA 

which is importing to Link and EVENTDATA, which is exporting from Link. To enable this module select 

View_Options_AdvanceReader and enable the option ‘Use VIP Import Export Remote Protocol’.  You will 

need to exit and launch the application to invoke the change in this case.  Data exchange can also be 

achieved through a mySQL database deployment. Please contact your Link dealer for more information. 
 

Import Table VIPDATA 
The VIPDATA import table permits a third party application to add, edit and delete cardholders in the Link 

Access Control system through this intermediary database table. Data is written in row form to the 
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import table and periodically (every 10 seconds) the Link application polls and actions these rows to both 

its own Personnel Database and the access control network. It is important that data placed in the table 

adheres to certain rules, as erroneous data will be discarded. The following table defines the fields and 

their status for the import table VIPDATA: 

 

Field Name Data Type / 

Characters 

Description Essential 

Sequence AutoNumber 

Field 

Unique row number / read only  

RECORDTYPE String (1) N = New, E = Edit and D = Delete YES 

TOKEN String (8) Card number always 8 digits YES 

GROUP String (2) Group access 01-99 (00 = cancel). 

Corresponds with group definitions 

in Link.net. Group ‘01’ will give 

access to all doors at all times. 

Other Groups defined in Link.net. 

YES 

TITLE String (5) Mr, Miss, Mrs etc. NO 

FNAME String Forename  YES 

MI String Middle initial NO 

SNAME String Surname YES 

IMAGE String Path to jpg image for the token NO 

ACTIONED String (1) Always ‘N’ when writing in. Not 

actioned. Link deletes the row after 

processing. 

YES 

 

To write a new card and record to the link system we must first populate a row in the table with the 

following minimums fields: 

 

RECORTYPE: “N”  

FNAME  “John” 

SNAME  “SMITH” 

TOKEN  “12345678” 

GROUP  “01”  

ACTIONED “N” 

 

To edit a record we must populate a row in the following way: 

 

RECORTYPE: “E”  

FNAME  “John” 

SNAME  “SMITH” 

TOKEN  “12345678” 

GROUP  “02”  

ACTIONED “N” 

 

To delete a card to the link system we populate a row in the following way: 

 

RECORTYPE: “D”  

TOKEN  “12345678” 

ACTIONED “N” 

 

You can test the operation of the table by manually entering data in the table from Microsoft 

Access. 

 

Export Table EVENTDATA 
The export table populates rows automatically from the Link.net application as and when access granted 

events are received from the access control network. These events can be post processed through a third 

party application. Link.net does not delete any rows from this table so as such; it is the responsibility of 

the receiving application to delete processed and unwanted rows of the table. The following table defines 

the fields and their status for the export table EVENTDATA: 

 

Field Name Data Type / 

Characters 

Description 

EVENTNO AutoNumber 

Field 

Unique row number 

TOKEN String (8) Unique token / card number 
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DATE String (8) Date in DDMMYYYY format 

TIME String (8) Time in HH:MM:SS format 

ZONE String Reader name used (Link) 

STATUS String (1) ‘I’ or ‘O’ = In or Out of building / area 

FROM_ZONE String Area where card reader is 

TO_ZONE String Area where card reader takes you 

ACTIONED String (1) Always ‘N’ 

 

Events generated by the Link.net application in this table can be used for time related reporting and 

display of event and access information in a third party application. 
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Hardware Installation Instructions 
 

Link.net Hardware 
 

The Link.net concept is that of various stand-alone systems (distributed intelligence controllers) all 

connected to a network bus (of up to 1200m) or IP LAN/WAN managed by the Link.net software 
installed on a PC or Workstation via the PC interface kit (usually USB or RS232). Each controller manages 

its own people accordingly.  Within each controller is the following: 

 

 A database of all people 

 A Real-Time Clock & Calendar (self-powered) 

 Memory to store events & activities (500) 

 10-year non-volatile global memory structure 

 Power Supply with failure monitoring (optional) 

 Watchdog sub-system 

 RS485 Full Duplex communications  

 8 Inputs and four relay outputs 

 

In the event of a network failure, the Link.net software is closed down, or the network connection cable 
between controllers is disturbed, each individual controller (net) will remain operating and events will be 

buffered locally in each controller’s non-volatile database. 

 

Installation Planning 

When considering an installation always install and test each controller as an individual system.  

The controller itself requires connection to a 1Amp un-switched fused spur by a qualified electrician. 

Connection should be by means of a suitable rated mains cabling as defined in the 16th IEEE Regulations. 

In the case of an Access Control Controller being installed, consideration must be given to the electro-

mechanical locks fitted.  Considerations should include: 

 

 Each lock should not exceed 500mAmp peak current consumption if two locks are being used on 

one Access Control net from the internal PSU. 

 Every lock must have a ‘Transient Suppressor’ or ‘Diode’ fitted across the lock terminals in the 

correct polarity to avoid Back EMF voltages damaging the electronic controls. Always use these 

even if you are using separate dedicated PSUs for locking. 

 Always fit quality locks and if in doubt use a qualified Locksmith with skills in electro-magnetic 

lock installation. 

 If the locking device is a Fail Safe type (power locked) then always fit a green break glass release 

switch in series with the power feed to the lock at the secure side of the door for emergency exit 

use. If you use a double poll version you could monitor this potential security risk through the 

GPI interface on any controller. 

 

IP LAN/WAN Connectivity Products 
It is possible to utilise a customers existing Local Area Network (LAN) or Wider Area Network (WAN) 

when connecting controllers together.  This will utilise the existing wiring infrastructure cutting cost and 

timescale dramatically and installing controllers in different geographical buildings and locations is much 

simpler to.  To do this you can utilise the Link range of IP (Internet Protocol) based controller products. 

These products are noted by the letters ‘IP’ at the end of the part number, i.e. LT-20IP is an IP/LAN/WAN 

connectable version of the standard access control unit LT-20AC. IP products plug directly into the 

customers existing LAN through a Structured Cabling System installed with CAT5 or CAT5E cabling and 

RJ45 connection points.  All IP products have a complimentary RJ45 socket on-board to allow for a quick 

connection through a CAT5 Patch Cable.  The Link.net application software supports the connection of the 

hardware by IP means or/and by conventional local cabling. 

 

IP Controllers can further be utilised as a Gateway to further wired standard controllers LT-20AC and LT-

30AM.  This is ideal when the requirement is to get from one building to another as the IP version acts as 

a landing pad. The IP controller is connected to a local LAN socket and subsequent standard controllers 

are wired from this unit in Belden 8132 as if they were connected as a wired controller area network to 

the PC directly. 
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Link.net Controllers 
Link.net controllers that are supplied in large metal enclosures include a 2.5 Amp microprocessor 

controlled power supply unit. The power supply features are as follows, 

 

 2 Amp capacity (1.8 Amp spare for locking) 

 Battery charge circuit for a 7Ah lead jelly battery 

 Deep discharge battery protection at <10.7 Volts 

 Mains on LED 

 Battery OK and present LED 

 General fault LED 

 Battery failing / mains off alarm relay output 

 4 point fusing 

 

When the controller is first powered up the green mains LED will illuminate.  The Microprocessor 

managed PSU will check the battery and other parameters and illuminate the fault light if an error 

condition is found. Also the alarm relay will change state under this condition.  Both the alarm relay and 

the lid tamper switch can be dynamically monitored by the systems General Purpose Inputs allowing the 

operator to monitor any enclosure or power supply faults. For units with integral PSU, extensive self fault 

analysis is present. The battery is monitored continuously to ensure & display an adequate status of 

charge. 
 

General 
The unit is factory adjusted to provide a nominal output of 13.86 VDC. When fitted, a suitable battery can 

be charged and then trickle charged to maintain optimum condition.  Batteries with a supply voltage of 

greater than 9 VDC are required to activate the charging circuit. The following LEDS appear on the front 

panel: 

 

Green = Mains present and correct 

Red = General fault condition 

Amber = Battery charging / battery low 

 

During a mains failure the system will be powered from the rechargeable battery if fitted. An automatic 

disconnect circuit (deep discharge battery protection) will activate if the battery terminal voltage 

becomes to low in order to protect the battery. The Fault Relay changes state when ever a fault condition 

occurs. These conditions are, battery missing, short-circuited or a total mains failure, output fuse failure 

or output load short circuit. In conjunction with the relay, the RED LED will flash or illuminate to indicate 

the following specific faults, 

 

Alarm Level 1 = Mains Fail 

Alarm Level 2 = Battery Missing 

Alarm Level 3 = Fuse Blown 

 

Note: The Alarm Level refers to the number of flashes on the RED LED. The levels are prioritised such 

that if Level 2 and 3 exist, then the Level 2 alarm is indicated only. The Mains Present LED will distinguish 

when the Mains is not present. The RED LED will flash and the relay will be activated after approximately 

one minute. 

 

Specification of Integral Power Supply 
Mains Input    230/240 Volts AC 50Hz 

Load Output    2Amp at 13.8 VDC 

Load Regulation   0.9% maximum 

Output Ripple    50mV RMS maximum 

Battery Disconnect Level  10 VDC nominal 

Battery Recharge Time   24 Hours to 80% Capacity (7Ah Cell) 

Environment    -10 to + 40 C at up to 95% RH 

Fuse FS1 Secondary AC Input  F5A 

Fuse FS2 DC Output   F4A 

Fuse FS3 Battery Charge  F4A 

Fuse Mains Block   F2A 

 

Installation Notes 
On power up the RED LED goes through a sequence of flashes. If there is no battery fitted or the battery 

is below the required voltage the RED LED will remain lit. If a good battery is fitted the red will go out 

and the amber will illuminate to indicate charging.  During the first 5 minutes after initial power up it is 

possible to test the function of the battery missing. By disconnecting the battery within this period the 

red will begin to flash and the alarm relay will change state within 1 minute of the battery being 
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disconnected. After this initial period the test function goes into normal mode and will test for the battery 

missing every 4 hours. The battery missing function can be checked at any time by either simulating the 

mains failure or blown fuse faults. By simulating and then restoring the fault the battery missing test will 

then be available for 5 minutes and then revert to normal as in the paragraph above. 

 

Installing a Link.net Access Controller 
The Link.net PCB may be housed in a metal enclosure with its adjacent PSU and charger or in a 

composite enclosure.  The Link.net PCB is the same in both versions and the terminal groups and 

assignments are as below: 

 
Terminal 
Group 

Terminals Cable Type Description 

MON1 DC1, DC1 Security N/C magnetic door 1 contact (Link out if not used) 

MON2 DC2, DC2 Security N/C magnetic door 2 contact (Link out if not used) 

RELAY1 C1, NO, NC Security Lock relay for reader 1 (door 1) 

RELAY2 C2, NO, NC Security Lock relay for reader 2 (door 2) 

RELAY3 C3, NO, NC Security Door alarm relay door 1 

RELAY4 C4, NO, NC Security Door alarm relay door 2 

CARD READER1 12,5,GND,CL,DL,GL Belden 9535 Card reader 1 (door 1) 

CARD READER2 12,5,GND,CL,DL,GL Belden 9535 Card reader 2 (door 2 or door 1 out) 

Link.net COMMS TX+,TX-,RX+,RX-, 
GND 

Belden 8132 5-wire RS485 communications network (1.2KM max) 

EXIT BUTTON 1 EX1, EX1 Security Exit button, push-to-make door 1 

EXIT BUTTON 2 EX2, EX2 Security Exit button, push-to-make door 2 

GP INPUTS GPI 1-4 and two 
commons 

Security 4 general purpose inputs for point monitoring. All 
inputs monitor open/close switch states (no 
voltages must be applied to these terminals) 

 

Please read the table of main PCB terminal group assignments along with the illustration below.  You will 

notice that the PCB is also marked for the cross-reference of the terminal descriptions. The PCB may be 

mounted vertically as shown or through 90 degrees horizontally mounted.  Please observe the connection 

terminal groups and associate them with the connection table as shown above. The individual terminal 

descriptions are included in this illustration and mirrored on the PCB itself. All the screw terminal groups 

are removable types and can be wired off the PCB for ease. The screw terminals are also polarised for 

correct insertion. 
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Access Control Readers 
Below are various types of Access Control Readers you will encounter.  If you require connecting another 

type not listed, then please contact your CDVI supplier for more information. The latest versions of Link 

controllers (firmware series 10) support both Wiegand and Clock & Data industry standard interfaces. The 

type of interface is selected from the software as a global setting or at individual controller level.  The 

default setting is Clock & Data. When using RFID proximity readers back to back on the same door, 

always adopt a policy of mounting readers on opposing sides of the doorway. This is because the mutual 

fields can interfere with each other and cause poor performance or no reading. 

 

CDVI 26 Bit Wiegand Readers 
This reader interface type is the most common and can be selected later in the software by selecting the 

‘Wiegand’ option check-box for each controller definition.  Please ensure that on all controller definitions 

(System_Controllers), that the Wiegand check box is ticked. 

 
Proximity Readers, DGLP-WLC, 
DGLP-FN-WLC, DGLI-WLC, DGLI-
F-WLC & DGLP-M-WLC 

Reader Cable Colour Link.net Controller PCB Terminal 

+ Red 12V (reader 1 or 2) 

- Black GND (reader 1 or 2) 

D0 Green CL (reader 1 or 2) 

D1 White DA (reader 1 or 2) 

 

Please consult the documentation for the specific reader that you have.  In short you must set the 

interface type to 26 bit, internal buzzer on, the LED control to internal and pull ups to 5V. In the case of 

the DGLP/FN/WLC that is ST5 in bridge 1, I1 off, I2 off and ST4 on the bottom setting for 5V pull up.  The 

reader LED will glow red normally changing briefly to green when a proximity card or tag is brought in 

front of the reader. Additionally a small beep will be heard from the reader.  If you require this operation 

to be silent then set switch I1 to off and remove / reconnect the power to that reader.  An invalid or valid 

card or tag will not display differently at the reader but a valid card or tag will unlock the door, gate or 

barrier. Use Belden 9535 screened cable or 4 core security cables if the distance is short.  Maximum 

distance between the reader output and the controller input is 50 Metres with screened cable and 25 

Metres with unscreened. 
 

Biometric Fingerprint Reader 
Types DGID-W or CABAPROX 

Reader Connection Link.net Controller PCB Terminal 

+ + 12V (reader 1 or 2) 

- - GND (reader 1 or 2) 

D0 D0 CL (reader 1 or 2) 

D1 D1 DA (reader 1 or 2) 

 

You are required to mount the supplied local RS232 connector at no greater than 15M for uploading the 

biometric fingerprints to the reader. When connecting this type of reader to a Link controller never use 

the readers built in relay for the locking device as this is connected to the Link controller directly. Please 

select the 26 Bit reader function on the reader by selecting the ST1 Bridge to position 3. Also select 5V 

internal pull up resistors by leaving ST2 Bridge open. Use Belden 9535 screened cable or 4 core security 

cables if the distance is short.  Maximum distance between reader output and controller input is 50 

Metres with screened cable and 25 Metres with unscreened.  It is recommended that you read and 

understand the specific documentation of the biometric fingerprint reader you are using. 
 

DIGITAG LR Long Range Active 
Tag Reader 

Reader Connection Link.net Controller PCB Terminal 

IN + + 12V (reader 1 or 2) 

IN -  - GND (reader 1 or 2) 

D0 DATA 0 Wiegand CL (reader 1 or 2) 

D1 DATA 1 Wiegand DA (reader 1 or 2) 

L Led control  GLED 

 

Use Belden 9535 cable or equivalent only.  Limit the cable distance to each reader to 25 metres 

maximum. The screen is not connected to the DIGITAG LR reader but is cut short inside the enclosure 

and insulated from other connections. It is however, connected inside the Link controller to signal ground 

(0V). Please consult the manual provided with the reader for set-up options and further directions for this 

reader type but we recommend the DIP switches on the DIGITAG LR reader are set, OFF, OFF, OFF, ON 

initially with the Wiegand interface always used. 
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Connecting Exit Buttons, Door Contacts & General Inputs 
The above devices all make a two-wire connection to their appropriate connection terminals on the main 

Link.net control PCB. You can use standard or screened cable for these connections and may also be 

bundled in a single sheath (multi-core). In any circumstances the maximum distance of any input from 

its terminals is 50 metres. Please note that no voltages must be applied to these inputs, as irreparable 

damage will occur to the PCB. Only ever monitor the voltage free open/close state (switches). 

 

Connecting Locking Devices 
 

 

 

Lock Suppression 
It is very important to always connect a 

diode or dedicated suppression device 

directly across the lock terminals in order 

to avoid back EMF voltages for the 

inductive locking device causing damage 

to the electronics. Please use the CDVI 

part number ‘Varistor’ or a diode type 

1N4001 with the bar to the positive side 

of the lock or inductive load. 
 

 

 

      Fail secure wiring (always connect a lock suppressor directly to the locking device) 
 

 
       Fail safe wiring (always connect a lock suppressor directly to the locking device) 
 

RS485 Communications Line Termination 
On wired Link.net controllers (LT-20AC & LT-20PB) which utilise the RS485 network ‘LINK.NET COMMS’ it 

is important to remove the two termination jumpers immediately behind the 5 way removable terminal 

connectors on all but the last controller in the wired network.  This is usually the controller that is 

furthest away from the PC connection.  Please ensure that you remove both jumpers but only the ones 

immediately behind an in parallel with the terminal connector for the wired communications. There is no 

need to add any external 120 ohm resistors. 
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Testing a Link.net Access Controller 
Before connecting the Link.net network some basic tests can be performed to check the net installation. 

Powers up the controller from the mains un-switched fuse spur. 
 

1. Test for @ 13.6VDC at the PSU PCB DC terminals. 

2. Observe that the main green PCB power LED is illuminated. 

3. Each card reader should illuminate red or amber (type dependent). 

4. When a token is presented it may beep (type dependent). 

5. Test that the Exit button(s) unlock the door for a period of @ 7secs, and then relock. 

6. Defeat the door lock and thus open the door monitor contact and check that the alarm relays 

operate whilst the door is in this forced condition. There are LED’s on the main Link.net PCB to 

show the status of the four relay outputs. 
 

If problems are found please re-check all wiring and repeat the tests. If all is well check all other 

controllers in the same way. You are then ready to proceed with addressing and establishing the network. 
 

Establishing an Interlock between Two Doors 
It is possible with a single controller to establish an interlock (or airlock) system across two doors. An 

interlock usually consists of an outer door an inner door and a no-mans land in between.  One person at 

a time is allowed through the two doors but the outer door must be physically closed and locked before 

the inner door can be used and opened.  The same is true for the next reader and in reverse. Exit buttons 

are usually used to move in the opposite direction. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Normally closed-door contacts should be used on both doors. If exit by reader, (instead of buttons) is 

required then double pole style contacts must be used on an additional LT-20 controller. 

Using a Controller with Two Readers on One Door 
When two readers are to be used on one controller for the purpose of in/out control on a single door 

there will only be one lock or relay output used.  When this mode is required (single door mode) relay 

one will be the lock or gate control output.  You can also connect the reader 2 GLED wire into reader one 

GLED terminal to give full green led control on both readers. Later in the software you can select the 

Single Door Mode option on the controller specification.  Please also note that two proximity readers 

should never be mounted back to back as there radio fields will cancel each other out and give poor or no 

read range.  It is always good to put readers on apposing sides of a door way. 
 

LT-20 IP Enabled Access Controller 
The LT-20IP has a LAN/WAN connectivity PCB and a secondary Link.net port (gateway) for subsequent 

standard LT-20AC controllers to be wired into as a local controller area network. All readers, locking and 

power facilities are connected as described in the previous sections for the standard LT-20AC access 

controller. It is however, still important to set a unique Link Controller address on the main PCB (see 

addressing controllers section). This section will deal with the connectivity and addressing of the LAN 

board to the existing LAN/WAN infrastructure. This section assumes some knowledge of Local Area 

Networking, IP Addressing and that a working secure LAN exists. To establish a connection from a LT-

20IP to the Link.net software we must take the following steps: 
 

 Connect the IP controller to the LAN/WAN using a CAT5 patch cable and power up. 

 Take a note of the LT-20IP LAN board unique MAC address, location and the Link controller  

 address which must be set uniquely from 1-64, see DIP Switch addressing. 

 Install and use the software utility ‘Network Enabler Configurator’ or the Digi Device Discovery  

 

Outside 
Zone Inside Zone 

Interlock Zone 

Reader Reader 

Exit Button 
Exit Button 

Contact Contact 
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      depending on the IP controller type, to communicate with and setup your desired IP settings 

 The unique fixed IP Address and Subnet Mask for each IP controller. 

 Assign and configure a controller reference at the Link.net software. 

 Check operational connectivity from Link.net Server software. 
 

LT-20IP Controller Types 
There are two types of IP controller currently in production. One type has the IP connector built on the 

main control PCB.  This type is the DIGI type and uses the DigiConnectMe Device Discovery application to 

address it.  If you have the type of controller where the IP connection is on a separate smaller PCB then 

you must use the Network Enabler Configurator.  The LAN PCB in the LT-20IP controller accepts a 

standard RJ45 UTP patch cable of a maximum length of 305 metres from a LAN switch port or 30 Metres 

from a RJ45 facility socket. Commercially made patch leads are recommended and are of the exact same 

type as used to connect a standard PC workstation to a LAN point. Each LT-20IP manufactured, has a 

unique MAC address printed on a small label.  A MAC address is a number that is unique to every LAN 

device and it is used by the LAN to find devices at a low level for commissioning purposes. It is important 

that you record this number, the unique Link controller address and the physical location of the controller 

prior to the software configuration process. An example is shown below: 
 
MAC: 00:90:E8:09:46:E2   
Link Address: 01 
Location: Front Dr Controller 
 

Network Enabler Utility Device Discovery Option 
To install the network enabler utility for IP controllers with off-board IP connection, browse the Program 

Files/Link/MoxaIP folder and run the application IPsetup. The install program will prompt you to install 

and you should make no changes to the default settings on install and launch the utility when prompted.  

A quick launch icon will also be placed on your desktop for later use. When the utility is opened select the 

‘Configuration Broadcast Search’ option to track down and list all IP controllers that exist on the 

reachable network by their unique MAC address.  The view will look something like this: 
 

 
 

If you have more than one IP controller they should appear in the list.  If no controllers are found then 

there is an IP related addressing or LAN problem that must be remedied by the administrators of the 

LAN.  The factory default of all LT-20IP controllers is IP: 192.168.127.254 and the Subnet Mask of 

255,255,0,0.  It is important however, that the TCP/IP settings of your LAN adapter at the local host PC 

(link.net Server) has a Subnet Mask setting of 255.255.0.0 to start with or matches that of the settings 

for each IP controller. Before you can perform any changes to the controller you must first select to 

unlock the controller so all changes can be stored at each LT-20IP. Select the LT-20IP that matches your 

MAC address recorded earlier that you would like to unlock, and click the right mouse button. Select 

Unlock from the drop down list. You may be asked for a password but select OK as the factory default 

setting is no password. You can then double click on the entry that matches your MAC settings (noted 

earlier) to open the individual controller configuration: 
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When changing any settings you will need to select the appropriate tab and check the Modify box for 

each section.  Once all changes have been mage select OK to update the changes to the remote LT-20IP. 

The sections (tab) that require change are Basic & Network. The Basic Tab consists of the Server Name 

(LT-20IP), and all other settings should be as displayed above and left unchanged.  To set the Server 

Name Check the appropriate Modify Check Box and enter the recorded controller name i.e Front Dr Ctrl. 

The name here is limited to 17 characters including spaces so keep things brief and descriptive of where 

the LT-20IP is installed. The Network Tab consists of the important unique IP Settings for this LT-20IP 

controller.  They must be used correctly and with compatibility of standards used on the specific LAN you 

are connecting through. Please request an IP address for each LT-20IP controller from the administrator 

of the LAN. For more in depth information please consult the manual on the Link CD ‘manual_1st.pdf’ 

consulting pages 35 onward. Knowledge of IP Addressing and Sub Net Masks is assumed. Once the 

specific LT-20IP settings have been made, select the OK button to commit the changes. If you require 

selecting another from the list or re-opening one for further changes please remember to unlock it first as 

described earlier for any subsequent changes to be stored permanently. Please never program or edit the 

Accessible IP’s settings as this can cause a problem later. Once all controllers have been configured the 

utility can be closed. Please proceed to the section ‘Link.net Server IP Controller Settings’. 

 

DigiConnectMe IP Device Discovery Option 
To run the DigiConnectMe Device Discovery application, please select this from the CDVI Group program 

group available from your windows start menu. After running, the software will try and detect all devices 

and display them in a list. If you wish to restart the automatic discovery please select the refresh view 

option. The factory default settings for each IP controller are the same and the IP address will need to be 

changed and the subnet mask may need changing also.  We assume a basic knowledge of IP protocol 

addressing and subnet mask use. If you are unsure please contact your local CDVI office. 
 

 

 

The list will display all the IP controllers it finds with the same IP address, but you can identify the 

location from the unique MAC address and compare this with the label on each IP connector on each 

controller. To change the settings for each controller please double click on the list item. 
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Always select the manually configured network settings option. Change the IP address for one that is 

compatible with your host PC and also the subnet mask. Please leave the gateway as is. Select save and 

move on to the next controller if applicable. After you have changed the dynamic settings for each IP 

controller you must select the Reboot device command. 

 

 
 

 

 

 

 

 
 

 
Link.net Server IP Controller Settings 
Once all LT-20IP controllers have had a unique compatible IP Address and Subnet Mask set then you can 

set the controller specification at the Link.net Server software. Please first install the software as 

described later in this manual and note you can not use the plug & play installer to find IP devices. It is 

recommended that any hard wired controllers are commissioned in the usual way and then additional IP 

devices added manually later.  Select the menu item Access Control & Controllers. Select the List 

Available Controller option button and highlight the controller witch matches your EID (the EID is the 

unique electronic address set on the main controller board by the dip switch)  i.e. P01. Open the 

controller specification by selecting Edit Selected or double clicking with your mouse. 

 

 
  

Select to install the controller by selecting ‘Yes’ from the Installed dropdown list. 
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Select the TCP/IP Channel Tab and Check the ‘Use TCP/IP Connection’ option. Enter the appropriate IP 

settings for this controller and a port number of 4001.  The default port number for all LT-20IP controllers 

is 4001 and should be used. If your network administrator advises against using the default port number 

of 4001 then please ask them for one and make the changes here and also in the LT-20IP settings 

through the ‘Network Configurator’ utility described earlier. 

 

 
 

Once the correct settings have been made, select Apply and Close. To define additional controllers please 

repeat this process. 

 

If an individual or network of standard LT-20AC controllers have been hard wired to an LT-20IP 

controllers Link.net Gateway then select as an IP Gateway. In this case the IP setting and port number 

must be the same on the LT-20AC definition as that of the Gateway controller itself. The only difference 

will be the hard address EID (ID) of that controller.  This tells the system to attempt connection to the 

standard controller type through an LT-20IP controller configured as an IP Gateway. Once all controller 

definitions have been selected the Controller list should display a green on-line (true) box for each 

controller IP connected, IP Gateway connected or hard wired to the PC. 
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Addressing a Link.net Controller 
On each Link.net main PCB there is a 6-way DIP Switch.  Each controller requires a unique address to be 

recognised on the Link.net network. This is the case for IP controllers also. Dipswitches 1-5 establish the 

unique electronic address (EID) as follows. 
 

TIP: Never address two controllers with the same address and always flow chronologically. 

  
Address S1 S2 S3 S4 S5 

1 ON OFF OFF OFF OFF 

2 OFF ON OFF OFF OFF 

3 ON ON OFF OFF OFF 

4 OFF OFF ON OFF OFF 

5 ON OFF ON OFF OFF 

6 OFF ON ON OFF OFF 

7 ON ON ON OFF OFF 

8 OFF OFF OFF ON OFF 

9 ON OFF OFF ON OFF 

10 OFF ON OFF ON OFF 

11 ON ON OFF ON OFF 

12 OFF OFF ON ON OFF 

13 ON OFF ON ON OFF 

14 OFF ON ON ON OFF 

15 ON ON ON ON OFF 

16 OFF OFF OFF OFF ON 

17 ON OFF OFF OFF ON 

18 OFF ON OFF OFF ON 

19 ON ON OFF OFF ON 

20 OFF OFF ON OFF ON 

21 ON OFF ON OFF ON 

22 OFF ON ON OFF ON 

23 ON ON ON OFF ON 

24 OFF OFF OFF ON ON 

25 ON OFF OFF ON ON 

26 OFF ON OFF ON ON 

27 ON ON OFF ON ON 

28 OFF OFF ON ON ON 

29 ON OFF ON ON ON 

30 OFF ON ON ON ON 

31 ON ON ON ON ON 

 

Dipswitch 6 sets the extended addressing mode for the controllers as follows, 
 

Switch 6 (LT-20AC/IP) Extended Network Addressing 

Off Standard address selection  

On Standard address offset +32 (e.g. 
ON,ON,ON,ON,ON,ON is 63) 
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Connecting to a Personnel Computer 
When all the hardware has been installed and tested as described earlier it is time to connect the 

controllers on a network and to a Personnel computer (PC). The following sections detail how to do this 

efficiently and for maximum reliability. Below are schematic drawings for the various options for the 

arrangement of Link.net controllers: 

 

Simple Wired Access Control Network 
 

 

 

 
Multiple Channel Wired Access Control Network 

 

The above illustration shows the use of a single channel and multi-channel wired networks. Each cable 

network can be up to 1.2KM utilising low cost Belden 8132 cable. Link.net can support up to 2 direct 

cable channels from RS232 or USB serial ports. It can also support additional controller connections and 

networks by TCP/IP LAN (IP controller types required) as shown below: 
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Wired & IP Connected Access Control Network 

 

 

Notice the use of the lower LT-20IP as an IP Gateway to conventional wired controllers. If you wish to do 

this you will require the LT-20IPG derivative controller and not the standard LT-20IP or LT-20PBIP types. 

 
Link.net Networking Techniques 
When ready to establish a network the following must be considered, 

 

 Choose the correct Network Interface (USB or IP) 

 Always address chronologically 

 Never duplicate addresses 

 Terminals should be connected through i.e. TX+ to TX+ etc. 

 Always employ a common grounding wire (fifth wire). 

 Use Belden 8132 (screened). 

 Always use a mutual pair for TX and a pair for RX 

 Never exceed 1200m of cable 

 Never star or spur off 
 

PC Interfaces for Wired Controller Networks 
If your controller network consists exclusively of IP connected types then you are not required to use any 

form of RS232 or USB serial interface as described in these sections.  Your entire network of Link.net IP 

enabled controllers will be found and communicated to by your local area network (LAN) or wider area 

network (WAN). 

 

Using the CDVI DIRECT USB485 Lead 
When using the direct USB to RS485 (LT-USB485) interface lead it is possible to connect your PC via a 

USB port to the link controller network (non IP versions) directly. If you are using Link.net V4.49 or later 

then the driver software for the LT-USB485 has already been installed for you.  Alternatively you can look 

in the Program Files/Link folder for the sub folder LinkUSB.  If you are using a previous version of 

Link.net then before connecting the direct USB to 485 lead, please run the driver application 
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FTDi2.02.04.exe. If you can not find the driver please visit our UK website to download this at 

www.cdvi.co.uk.  The driver will automatically install after running this small application.  This may take 

several moments and will prompt you when complete.  You can then connect the LT-USB485 lead to your 

PC. In the case of Link.net V4.49 or later, these versions supports the USB serial protocol automatically 

detecting the USB socket you connect this interface lead too. In this case you can now run the Link.net 

application directly, so please proceed to the section ‘Interconnecting Controllers’ 

 

CDVI USB232 RS232 Interface 
When an RS232 Serial port is not available on the chosen PC which is becoming increasingly common, 

you can use the CDVI USB to RS232 interface available from the CDVI Group (part number USB232).  

This device creates a static RS232 serial port immediately at your computer.  You will still need to use the 

RS232/485HF9 PC interface detailed later to convert the RS232 signals in to RS485 for the Link.net 

network of controllers. This interface is accompanied by a driver to create a virtual RS232 port (COM) on 

your PC.  

If you are using Link.net V4.49 or later then the driver software for the USB232 has already been 

installed for you.  Alternatively you can look in the Program Files/Link folder for the sub folder LinkUSB.  

If you are using a previous version of Link.net then before connecting the direct USB232 lead, please run 

the driver application FTDi2.02.04.exe. If you can not find the driver please visit our UK website to 

download this at www.CDVIuk.com.  The driver will automatically install after running this small 

application.  This may take several moments and will prompt you when complete. Once installed and 

operating your system connection is made as normal using the RS232/485HF9 PC described below.  If 

you are only using IP based controllers then these interfaces are never required.  You can create more 

virtual serial ports by using multiple USB to RS232 interfaces. Please note, CDVI do not recommend using 

third party interfaces as we can not support there installation or vouch for there correct operation. 
 

Configuring the CDVI USB232 Interface 
Please close Link.net and all other applications on your PC. Connect the USB to RS232 converter to a 

spare USB socket on your PC.  After a moment the following message box will be displayed (Windows 

XP): 

 

  
 

Please select No, not at this time and the next button. 

 

 
 
Select Install from a specific location and select the next button. 
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Select search for the best driver from these locations and include this location in the search options.  Browse to the 
USB driver section of the interface installation CD and locate the driver folder \CDVI Drivers\USB-RS232\Driver and 
select the next button. When the message box containing details of Driver Signing please select continue anyway and 
wait.  After a while the following message box appears: 
 

 
 
Once again browse to the USB driver section of the installation CD and locate the driver folder \CDVI Drivers\USB-
RS232\Driver and select the OK button. Click Finish when done.  You have now created a virtual RS232 serial port on 
your PC.  In order to see which com port number it has created for Link then you must from Start select Control 
Panel_System. From the System panel select Hardware & Device Manager.  In the tree view list open the Ports (COM 
& LPT) branch and make a note of the com port the USB to RS232 port has allocated.  

 
                                                                                                                      
 
 
 
 
 
USB to RS232 created a Virtual Port at COM 2.  Link.net will 
communicate through this port to its controller network. You will 
need this com port number when installing and configuring Link.net 

so please make a note of it.  When done please close all message 
boxes and continue. 
 

 

Interconnecting Link.net Controllers 
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When installing the network cable always avoid long parallel cable runs with power facilities.  If able 

always run in separate cable ducts or well away from other cable sources. Always use a mutual pair for 

the TX pair and RX pair. If screened style cable is used (recommended in harsh industrial environments 

or long populated networks) then connect the screen at the GND connection of the converter terminate at 

each controller at the GND point as shown.  

 

TIP: The (GND) wire should terminate throughout the network of controllers providing a common mode 

ground reference for the entire network. On later controllers this is provided on the removable Link.net 

RS485 bus screw terminal connector directly. This means you have 5 wires (separate conductors) 

connected between controllers on the wired network. 
 

RS485 Communications Line Termination 

On wired Link.net controllers (LT-20AC & LT-20PB) which utilise the RS485 network ‘LINK.NET COMMS’ it 

is important to remove the two termination jumpers immediately behind the 5 way removable terminal 

connectors on all but the last controller in the wired network.  This is usually the controller that is 

furthest away from the PC connection.  Please ensure that you remove both jumpers but only the ones 

immediately behind an in parallel with the terminal connector for the wired communications. There is no 

need to add any external 120 ohm resistors. 

Access Token Validation 
When supplied with CDVI access control cards and tags a 10 digit value is printed on them that relates to 

their unique value.  This value can be directly typed in to the software for the card or tag to be validated.  

In most circumstances these is fine, but if you require a degree of automated take-on then please review 

the additional options below: 
 

Using a System Reader as a Token Take-On Reader 
Certain access control token types do not have their token number printed on them. This creates a 

problem when trying to validate them.  To combat this we have the opportunity to use an access control 

reader to validate the token in the database directly. This must occupy the first reader position of the 

controller addressed as ‘01’.  It is still possible to use it as a reader for the purposes of access control at 

a door. This option is often used when a smaller number of cardholders are to be administered on a day-

to-day basis.  
 

Installing a Mini Reader Interface Board LT-RIB 
Installing a dedicated desktop take on reader next to the PC simplifies administration. You will require an 

extra access control reader, the same as you are using for the access control doors and a LT-RIB 

interface PCB. The LT-RIB instructions will detail how to connect and configure this unit for convenient 

operation. This solution allows you to enrol tags, badges or cards at the immediate proximity of your 

Link.net PC workstation for any reader technology simply.  The LT-RIB does not require any further 

power sources and can be connected at the installation stage or later as required. 

Installing the Link.net Software 
The Link.net application software can be installed from the provided CD or USB Flash Drive.  Additionally 

you can download the entire program ensuring you have the latest version from our UK website at 

www.CDVIuk.com.  Insert the CD or USB Flash Drive in the PC. The Link.net installation program is 

contained on a single file, this file is a self extracting run-time executable.  Run this file and follow the 

on-screen prompts to completion. It is recommended that you agree to install all the supplementary 

drivers and applications this single install program asks you to do.  It is important to note that the 

software automatically loads the software and its support applications on to your computers C drive.  If 

this is correct then there is no need to alter this default destination at install time.  The rule is that the 

Link.net application and its support applications must be on the same hard disk drive (HDD) and partition 

that your operating system is installed on (Windows folder).  
 

Logging On for the First Time 
The Link.net software permits the use of user profiles.  When shipped, the software contains a default 

user called Manager. This user can be deleted later once further users have been established to maintain 

software access security. Select ‘Start’, ‘Programs’, CDVI Group & Launch Link.net Access Control. The 

following login screen appears: 
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Firstly select the language of choice by clicking on the appropriate flag or selecting it from the Language 

drop-down box. Enter the default user password, ‘Manager’ (note the upper case M) in the Password field 

and select OK.  If this is the first time you have used the software it will automatically launch the ‘Plug & 

Play Controller Manager’. 
 

Plug & Play Controller Installation 
The Plug & Play Manager is only intended for use with non IP connected controllers, types which are 

connected by RS232 or USB. It can not find and establish IP based controllers. .  We learned earlier how 

too dynamically find and address IP enabled Link controllers and establish there base dip switch address.  

You will need to manually install IP controllers in the Link.net application as described later. When the 

system is first installed and the software has no hardware installed the Plug & Play Manager activates 

automatically with the following message prompt.  

1 
Answer ‘Yes’ if you are happy with the default port (COM) and proceed to 

step 3 or ‘No’ to set a different one. The communications window will 

automatically be displayed. 

 

 

2 

 
Select the Options Tab and make the correct Port Selection. If you are using a USB type PC connection 

then this is where you select the Virtual COM Port Handle that would have been set for this proprietary 

device. 
 

 
 

Once complete reselect the General Tab and check the Enable Link Networking box.  This will set the new 

COM Port and establish networking. The Link.net hardware may now be connected by means of the 

interface to the PC. Please ensure that all hardware has been installed and tested in accordance with the 

installation instructions provided in this manual and the appropriate COM Port connects you. The Plug & 

Play Manager will respond with the following prompt, 
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If this is now the correct port (and with the hardware connected), select Yes. The Plug & Play Manager 

will now attempt to find and configure the Link.net controller(s). 

3 

 
 

The software will detect individual controllers and detail them in the list.  Also an audible beep will be 

heard at the PC every time new hardware is found. 

Once all the expected hardware has been found, close the System Network Controllers window to halt 

this operation.  It may take a few minutes to find a large number of controllers so please be patient. 
 

         
Two controllers found indicated by two rows 
 

Manual Controller Installation  
When installing additional controllers to an existing Link.net network or PnP installation is not appropriate 

as in the case of IP enabled Link.net controllers then manual installation is applicable.  
 

   A new Controller record is created 
 

TIP: The new record has been created. Observe that the first available free network address is assigned, 
so always physically address controllers chronologically.  
 

Changing Controller Parameters 
When we have established that the correct quantity of controllers has been found we now need to set 

individual parameters for each controller. Select the first controller entry in the list and open it. 

 

The Plug & Play 
Manager will start 
automatically. 
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Link.net Controller Record (Access Control) 
 

1. On the General TAB assign names for Node 1 & 2 (Card Reader 1 & 2), use names that describe 

the door and direction. 

2. You may also assign a more relevant name for the controller. We suggest perhaps its physical 

location. Please also select the interface option Wiegand if you are using this reader group type. 

All CDVI group reader types require the Wiegand interface option selected. Exceptions are the LT-

100R proximity reader and the DGLM/L magnetic stripe card reader. If you are not sure if your 

reader is a Wiegand type, please contact your CDVI supplier for further assistance. 

3. Select the Properties TAB and set the amount of unlock time in seconds required for the door that 

the readers are installed at.  A time of 5 seconds is usual and is the default property. 

4. If this controller is controlling an interlock situation across two doors then check the appropriate 

box to activate the logic in the controller. 

5. If General Purpose Inputs are connected this TAB allows custom messages to be displayed in the 

events & alarms viewers for both opening and closing states. Simply add these into the boxes. 

6. When complete click Apply & Close. 
 

  
The General Inputs TAB 
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